Integrity Assessment of Diagnostic Image Content

DOMINIC OSBORNE, DEREK ROGERS and DEREK ABBOTT
School of Electrical & Electronic Engineering and Centre for Biomedical Engineering (CBME)
The University of Adelaide
Adelaide, SA, 5005
AUSTRALIA

Abstract: - Wireless communication technology has provided increased opportunity for applications, such as

telemedicine.

This work focuses on the end application of teleradiology, targeting the communication of

digital diagnostic images to and from remote locations for diagnosis and treatment. Medical images must be
compressed to a minimally acceptable file size for ease of transmission and prompt assistance One of the most
pressing challenges that remains is a method that can verify the integrity of these image types in a mobile
environment. An authentication watermarking technique is presented in this paper that extracts critical feature
information from the ROI and embeds a series of robust watermarks into the ROB. This provides a novel way
of authenticating diagnostic information, while surviving acceptable levels of JPEG compression.
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1 Introduction

The wireless transmission of diagnostic medical
imagery for use in teleradiology has recently proven
to be an efficient and cost-effective method for
diagnosis and treatment to remote locations that
would not otherwise receive assistance. This
technology is still in its infancy and there remains a
demand for implementation of useful quality
assurance measures [1],[2]. Medical images, in
particular, demand accurately known location and
density information pertaining to the most essential
features of the image called the Regions of Interest
(ROI). This is because of the need to avoid
erroneous diagnosis that could occur because of
effects introduced by compression and transmission.
Although the cost of transmission bandwidth is
decreasing and effective techniques have been
developed to protect data, there remains a strong
need for authentication of these image types.
Embedded watermarking is used to verify the
integrity of medical images prior to any diagnosis
that is made after transmission over a wireless link.
There are two key benefits in using watermarking
for the purposes of image content authentication.
Watermarks eliminate the requirement of storing
separate data, such as appended signatures and are
designed to experience the same manipulations as
the cover work. The watermarking technique is
designed to survive acceptable distortions, such as
JPEG compression, but fails when essential feature
information from the ROI is lost. Best possible bit-
rate performance is ensured by optimizing the
watermarking parameters given an arbitrarily chosen

mobile link and is compared to earlier methods in
this field [3],[4]. Image integrity is provided with
assurance that essential feature information has been
retained.

2 Problem Statement

There are two types of distortions that may be
applied to wireless diagnostic imagery. These
include those encountered over the link, which may
include the introduction of noise or small burst
errors. The other types of distortions are legitimate
types that are necessary for effective transmission,
such as JPEG compression. This type of distortion
is acceptable provided that only small levels are
used [5],[6]. This can also be a problem if excessive
levels are used that may result in a loss of diagnostic
detail.

2.1 The Problem of Image Authenticity

Adding acceptable levels of noise to corrupt the
bitstream of a JPEG image file that has been
protected for the channel using Forward Error
Protection (FEC) techniques does not usually result
in loss of feature information in essential parts of the
image. If many errors are encountered, there is
usually a loss of image or obvious perceptual
degradation. Incidental distortions that might not be
corrected in the channel decoding process may
slightly distort the file structure without any
noticeable change to perceptual quality [7]. These
methods do not guarantee image integrity. For
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example, the loss of a few image transform
coefficients may incur a loss of detail that is not
easily noticed. This is acceptable provided that the
distortions introduced do not occur in the ROL. A
particularly challenging example used is a Breast
Tumor, in Fig. 1 that depicts this type of critical
detail.

Fig 1: Encased carcinoma of the breast. This
example highlights the importance of a known
critical region containing most of the diagnostic
content. Image degradation occurring in the region
shown would be considered unacceptable as this is
where all the diagnosis is being taken.

2.2 Minimizing the Bit Rate

To maintain diagnostic integrity using conventional
methods, digital medical images are stored without
loss of information using lossless compression
schemes that do not discard image information.
Mobile transmission of these image types for
wireless telemedicine is prohibitive without using
lossy compression techniques to reduce the image
file sizes. For example, a typical mammogram may
be digitized at 2048%2048 pixels at a bit-rate of 16
Bits Per Pixel (Bpp). This would result in a file
exceeding 8 MB in size if compression is not used.
On a 9.6 kilobit/s link this would require a
transmission time exceeding 14 minutes. The JPEG
standard is the most widespread image compression
technique, which is integrated into most digital
industry-wide and consumer imaging equipment.
Smart implementation of this standard is cost-
effective as it will not compromise interoperability
with other equipment. Recent research has shown
two very interesting results. It has been shown that
acceptable levels of JPEG compression may be
applied to the complete images without loss of

quality [5],[6]. An acceptable threshold for use in
medical imagery has been shown to be around 1.0
Bpp. Subjective testing in literature has shown that
most medical images can be segmented into a ROI
and a Region of Backgrounds (ROB), where the
ROI contains all of the diagnostic information. For
example, ROI segmentation and JPEG2000
compression was applied to 42 kidney
nephrostograms to a level of 0.03 Bpp in [10]. Such
methods permit greater levels of distortion in the
ROB than for the ROI, making this region useful for
the placement of authentication information. This
ROI does not appear to exceed 20% of the area of
most medical images shown in literature

[81,[9],[10],[11].

3 Methods Used

3.1 Overview of Operation

If the authentication information is lumped and
localized within the ROB and contains essential
image information, it is possible to authenticate and
verify the diagnostic integrity of such images. A
useful approach involves extract essential feature
information from the ROI and embedding it in the
ROB as depicted in Fig. 2

Fig. 2: The algorithm extracts a signature from the
ROI and embeds it multiply into the micro blocks of
the ROB. The number of watermarks used in
subject to the availability of space and can be up to a
maximum of 8.

Once the image is received, a signature can be
extracted from the ROI and compared to the
extracted watermark in the ROB. If the image had
been clipped or degraded in an unimportant region,
another watermark may be used for authentication.
This assumes the receiver knows the location of the
ROI.  If excessive compression or losses have
occurred in this region, the signature will not match
any of the watermarks and will fail a test for



authenticity. Excessive compression will also result
in loss of watermark prior to a degradation of critical
image feature information when JPEG quantization
processes are applied. This is very essential as this
information cannot be lost without incurring loss of
a watermark.

3.1 Basis of Signature Extraction

The basis of singular watermark extraction and
embedding has been adopted from a method
proposed by Lin and Chang [4]. This method has
been designed to withstand variable levels of JPEG
compression and is dependent on the watermark
embedding strength used. The signature extracted is
based on the non-varying properties of the Discrete
Cosine Transform (DCT) coefficients that do not
change after an acceptable level of JPEG
quantization has been applied. JPEG compression
involves performing the DCT on 8x8 image pixel
blocks to create micro blocks. Two steps in the
JPEG compression process reduce the number of
bits representing an image. These include
quantisation, rounding of the DCT coefficients and
entropy coding. The first two steps are a lossy
operation, which change pixel values but maintain
important visual properties of the image. The third
stage does not result in loss to the image. Let xegq

be the result of quantizing x to an integral multiple
of a quantization step size, g:

x0q=q{£+0.5} . (1)
q

Consider s to be a real valued scalar quantity used to
represent a DCT coefficient and ¢, and ¢, as

quantization step sizes with g, < g, , then:

((S.ql).qz).%:S.ql. )

Hence if s is quantized by the larger step, ¢, and
then by a smaller step, ¢, the effect of the second
quantization can be reversed. The watermark
should survive provided that the quantization
performed during compression uses smaller step
sizes. Because all of the micro blocks are divided
by the same quantization table in the JPEG
compression process, the relationship between two
DCT coefficients located at the same coordinate
position does not change after quantization. This

property allows features from the most important
DCT coefficients to be extracted from the ROI to be
used as a signature that can be embedded into the
ROB. Micro blocks from the ROI are grouped into
pseudo-random pairs using a seed. For each pair of
blocks, 8 corresponding DCT coefficients are
compared to obtain 8 bits of a binary signature.
These represent the most significant information in
the ROI as the remaining coefficients are typically
zero after JPEG quantization. Mid to upper
frequency DCT coefficients are used in the ROB for
the embedding of the signature as a watermark.
Consider two blocks that have been grouped, C, and
Cy, where i and j are the coordinates of a signature
coefficient, K; then:

K,:{O D Gl /1< Gl ] G
L Gl j12 Gl /.

The coefficients used for the
watermark are illustrated in Fig. 3

signature and

Fig 3: The left blocks of this diagram depicts the
DCT coefficients used to extract a signature bit
involving the exclusive-or of the Least Significant
Bit (LSB.) This is one way of extracting a signature
from these coefficients. Matching shades indicate
where the payload bits go in the ROB. This
approach is different to that proposed by Lin and
Chang [4], who embedded authentication
information in the same micro blocks where
signature information was extracted.

3.2 Watermark Embedding

The method used to embed the signature requires an
additional embedding strength parameter, o to be
specified and is similar to an implementation of the
method proposed by Lin and Chang [4]. This
specifies the level of JPEG compression that the
watermark should survive and can be expressed as
the largest multiplier that can be applied to the



quantisation matrix, which results in the positive
detection of a watermark. Four signature bits are
embedded into the each micro block in the ROB
although this could be increased if a larger
watermark capacity was required. For each
signature bit p, seven coefficients are selected from
the right side of Fig. 3. The JPEG compression
operation is used on this coefficient group where
each coefficient is quantized by its corresponding
quantization factor @, and rounded to the nearest
integer as of Equation 4, where Qfi] is the
corresponding quantization value.

. Cli]
C,[i] = ROUND| —=|. 4
[7] L{ Q[i]} 4)

The maximum level of acceptable distortion is set
by the appropriate choice of a, which is also the
embedding strength used. The LSB of the integers
C; are exclusive-OR’d together to obtain the present

bit value, p,. If p, # p, then the LSB of one of the

integers is flipped. The resulting watermarked
coefficients are multiplied by their corresponding
quantization factors to generate the watermarked
DCT coefticients:

Cperli]l = aQlC [7]. )

Acceptable distortions occur if the image is
converted to its spatial format, or if different
decimation algorithms are used in the JPEG
compressor. Clipping and rounding §-bit values.
has the effect of introducing noise into the
watermarking system. Experiments for this paper
found that this did not exceed 15%. It is thus very
useful to use a tolerance bound, 7 to the number of
correct watermark bits extracted from the ROB to
those found in the original signature in the ROIL. For
the experiments conducted, 7 = 15%. Hence the
percentage of matching bits must exceed 85% for an
authenticated image. Different watermarks can be
used for this match, the best match being chosen. At
least one watermark must be present for
authentication.

3.3 Image Restoration

The ROI watermark may be removed from the
authenticated image prior to diagnosis.  The
watermarked region in the ROB can be
approximately restored by setting the high frequency
DCT coefficients to zero, as shown on the right side

of Fig. 4. This occurs in each micro block to
eliminate watermarking artifacts.

Fig 4: Removal of watermark that is present in all
regions in the image on the left using an embedding
strength, & = 2.5. This level is unusually large, but
is used to illustrate the watermark artifacts. The
exception being that the top left corner contains no
watermark as it is part of the ROI. The image on the
right has had the watermark removed. Close
inspection of these artifacts shows that they take the
form of checkerboard patterns. This is an expected
result of embedding into the DCT image domain.

4 Comparison of Methods

The performance of the ROI watermarking scheme
is compared to an earlier method proposed by [4].
This approach is designed to operate on complete
images rather than targeting specified regions. The
tests that are used for a comparison include
watermark robustness to JPEG compression through
the application of DCT quantization. The Peak
Signal to Noise Ratio (PSNR) is used to compare the
performance of the image fidelity with the
application of watermarking in both systems over a
similar range of embedding strengths. In order to
choose appropriate embedding strengths a sample
set of 500 grayscale medical images with resolutions
between 512x512 and 2048x2048 pixels are used to
determine an average relationship between the
applied quantization level and the resulting
compression level. This makes it possible to select
appropriate levels of quantization for the desired bit
rate of 1.0 Bpp, shown in Fig. 5. The ROI is
consistently specified to occupy 20% of the medical
image and is located at the image center, for ease of
calculation so that 8 surrounding watermarks can be
applied.
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Fig. 5: Relationship between compression and
quantization level. In order to achieve the desired
bit rate of 1.0 Bpp, a minimum embedding strength,
o = 0.88 is required.

4.1 Robustness

The percentage of images detected as authentic are
used as an indication of the degree of robustness of
the watermarking schemes to JPEG compression. A
comparison between the ROI watermark method and
that proposed by Lin and Chang is shown in Fig. 6.
The system is specified to fail when the percentage
of authentic images is less than 85%.
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Fig. 6: Comparing the survival of the watermark
subject to applied DCT quantization for the ROI
watermark method and the method proposed by Lin
and Chang [4] using 500 grayscale medical images.

For each of these watermarking systems robustness
to DCT quantization far exceeds the embedding
strength, & = 0.88. Lin and Chang’s method fails
when the quantization multiplier exceeds 1.37, while

the ROI watermark approach fails when this level
exceeds 1.58. Thus the quantization level can be
exceeded by 0.21. This would suggest that
increased levels of JPEG compression could be
applied, while maintaining watermark integrity and
hence important features in the image.

4.2 Image Fidelity

The PSNR is used as an indication of the degree of
watermarking artifacts in the overall image. A
larger value represents more similarity to an
unwatermarked work, which is favored. @ The
embedding strength is specified as the greatest
multiplier that can be applied to the quantization
matrix without loss of a watermark. A comparison
is shown in Fig. 7:
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Fig. 7: ROI watermarking appears to show marginal
improvement over Lin and Chang’s method. The
most likely reasons is less area being devoted to the
watermark, as it does not need to occupy the entire
image region. PSNR is shown to be strongly
dependent on the embedding strength, a. Increasing
the embedding level results in a lowered PSNR.
This is a result of increased watermarking artifacts
that elevates the difference between watermarked
and unwatermarked images as a is increased.

5 Discussion

The results of testing the performance of the ROI
watermarking system are promising. They show
that the technique developed outperforms earlier
methods with improved robustness to compression
and image fidelity. Resilience to JPEG compression
shows that the watermark will remain embedded in
the image after increased levels of JPEG
quantization are used if the ROI watermark system



is adopted rather than earlier methods. This would
appear to be a significant result, as greater than
anticipated signal distortions may be applied without
loss to essential feature information contained in the
ROI.  Improved quantization performance would
appear to be a result of adopting a ROI watermark
approach, rather than embedding into all image
regions. A smaller signature would suggest that
fewer bits can be corrupted and this is reflected in an
increased robustness. Watermarking is also much
more efficient as fewer bits are required to
authenticate the important region of a medical
image. Image fidelity has shown to be slightly
significantly improved over earlier methods, with
improved PSNR at all embedding levels used.

6 Conclusion

Teleradiology has recently proven to be an efficient
and cost-effective method for diagnosis and
treatment, but demands effective standards and
quality assurance measures that have not yet been
met. These are considered as a sign that the
technology has reached full maturity. A novel
approach to verify critically important regions has
been presented, detailing the use of embedded
watermarking.  Other applications of this technique
may be useful in legal or military images where
important features can be critical. It could also be
used to monitor image or video quality for quality
control systems or benchmarking image processing
systems and algorithms. This method has been
shown to be most useful for end applications in
wireless communications where transmission and
authentication must be made as quickly as possible.
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