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Is secure communication possible?

Introduction

Investigation of Timing Based Key

Agreement: Step 2: Give key and
. ciphertext to receiver.
— Its operation KSeru*Elr'}l :
. Y
- Its limitations

Step 3: Use key
Step l: Select key to decrypt

This method of generating a secure key is and encrypt. ciphertext.

proposed to be a classical alternative to
quantum key distribution ‘ ‘ ‘

plaintext plaintext

encryption SiPhertext 4o .. ption
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One Time Pad

Figure: Private key transmission [4]
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One Time Pad

Secure key Secure key
(shared by A & B) (shared by A & B)

A (Alice)
Eavesdropper (Eve)

Communicator, Communicator,
Cipher Cipher
4+—>
Encrypted information
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Round Trip times

Round Trip Time for Alice: Ty
Round Trip Time for Bob: T
Round Trip Time for Eve: Tg

Ideal Case
TA — TB ': TE

RGEINOERE
TA ': TB ': TE
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Round Trip Times to Bit Stream

Round Trip
Times

Calculate

median of

round trip
times

Go through all
round trip
times

If round trip
time >=
median

If round trip
time < median
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Parity bit generation

Parity bit

0
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Parity iteration protocol

Alice: 01011010 1001 1001 1101 1101 1100
Bob: 01011011 0110 1010 1111 0011 1010
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Is secure communication possible?

Parity iteration protocol (example)

BER: Bob =0.2; BER: Eve = 0.1
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Is secure communication possible?

Parity iteration protocol (example)

After one iteration
BER: Bob = 0.06; BER: Eve = 0.1

Figure: Left: Bob's errors, Right: Eve's errors. [3

School of Electrical and Electronic Engineering | The University of Adelaide




Is secure communication possible?

Parity iteration protocol (example)

After two iterations
BER: Bob = 0.005; BER: Eve = 0.1

Figure: Left: Bob's errors, Right: Eve's errors. [3]

11 School of Electrical and Electronic Engineering | The University of Adelaide



Is secure communication possible?

Parity iteration protocol

Bit Error Rate

*Parity bits of each block are
computed

*Parity bits of corresponding blocks
are compared

Bit Error Rate %

*Retain the blocks for which the
corresponding parity bits are the
same and remove the blocks for
which the corresponding parity bits
are different
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Cascade Protocol

Compute parities Alice: 01010110

0
of each half of Bob: 10010010 0 |
block X

Alice: 0110 1
Bob: 0010 0

1
1
If left halves If left halves
x

have same have

parity bits different .
parity bits Alice: 01 Sixth bit is

Check within ] BOD: 00 incorrect

right half of left half of
block block

Check within
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Cascade Protocol

Alice: 01010110 Cascade { Alice: 01010110
Bob: 10010010 protocol Bob: 10010110

Correct the error bit in each block

Entire bitstream 1s randomly
shuffled after correction

Keep correcting error until bit error
rate is within an acceptable level
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Cascade Protocol

Simulation of Cascade Protocol: No. of bits - 10000

— Block size 2

— Block size 4

— Block size 8
Block size 16
Block size 32

15 20
No. of passes
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Comparison of data transmitted in each protocol

data = n *m x log, k data = z

n: passes
m:block numbers
k: block sizes

z:string length
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Cascade Protocol

Limitations
Trade-off between block size and information leakage

For each pass (going through all the blocks), only one error can be corrected at a
time

The parity check does not always indicate the correctness of the corresponding blocks

This is because if there was an even number of errors, the parity check would

indicate that the parity of the corresponding blocks are the same despite the
presence of errors
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Socket Programming

: SERUER: Waiting for incoming connection ...
Data tI'aIlSIIlltted A connection was found?
1 iz =zent
messzage from client: error
alice: 118168161
alice: 1181

*Parity bit of Alice alice: 81

alice: A

¢¢19 ceN
]_ ()r () parity_h: @

CLIENT: Do yvou want to connect to this serwver? (YA H»

*Response from Bob  ferty receivea
message from server: 1

“correct” or “error”’ Data Send

bob: G@111111

Reply received
*Random number
message from server the parity bhit: 1
parity_left_hbh: @A
bob: 8811
Reply received

message from server the parity hit: A
parity_left_h:- A

bhob: 11

Reply received

message from server the parity hit: A
parity_left_h:=-1

bob: 1

location: 2

hobh: AAA11111
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Socket Programming

SERVER: HWaiting for incoming connection ...
A connection was found!
iz sent
ezzage from client: correct

parity_h: B
CLIENT: Do you want to connect to this servepr? (YN

k4
Reply received

message from server: H
Data Send
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Socket Programming

SERUER: Waiting for incoming connection ...
A connection was found?
iz sent
eszage from client: correct
eqgin to shuffle
eszage from client: 12BMassage send to client: 128

CLIENT: Do you want to connect to this server? (Y¥Y-/N>

k4
Reply received

meszssage from server: B
Data Send

begin to shuffle
message from server: 120Mas=zage send to server: 120

4 T = Lp N n on |
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Eavesdropper

The only info that the eavesdropper is able to obtain is the parity bits.
She relies on these bits to determine whether which of her bits needs to be corrected

Therefore, if Eve solely relies on the parity bits to correct her bit stream, her bit error
rate is expected to not decrease as much as between Alice and Bob
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Monitoring the network transmission

File Edit View Go Capture Analyze Statistics Telephoni Tools Internals  Help
B g = A esa T L BE| K-

v | Expression... Clear Apply 5

2ave

The World's Most Popular Network Protocol Analyzer

—
WI R.Es HARK Version 1.10.1 (SVN Rev 50926 from /ftrunk-1.10)

Interface List =) Open 7 Website

@ Live list of the capture interfaces Open & previously captured file Wisit the project’s website
{counts incoming packets)
Open Recent:

@ User's Guide

Ch\Userstal6333600Downloads\20141008.pcap (379 kB) " The User's Guide {local version, if installed)

Start

Choose one or more interfaces to capture from, then Start

£ Ethemet ® Sample Captures ® Security

& Wi-Fi A rich assortment of example capture files on the wiki Wark with Wireshark 25 secursly 25 possible

EI Local Area Connection™ 11

Capture Options

Start & capture with detsiled options

Capture Help

How to Capture

Step by step to a successful capture setup

Network Media

Specific information for capturing onc
Ethernet, WLAN, _
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Packets transmitted

Filter: | tcp v | Expression... Clear Apply Save

Mo, Time Source Destination Protocol Length Info

.1323360192.168.
.1323370192.168.
.1351800192.168.
.1354340192.168.
.1362350192.168.
.1406400192.168.
.1414360192.168.
.1438350192.168.
.1448340192.168.
.1463380192.168.
.1489540192.168.
.1494800192.168.
.1497230192.168.
.1499470192.168.
.1501500192.168.
.1573400192.168.
.1588370192.168.
.1588370192.168.
.1653370192.168.
.1663360192.168.
.1678370192.168.
.1688520192.168.
.1698380192.168.
.1698380192.168.

192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

TCP 74 ddi-tcp-1 > 37811 [SYN, ACK] Seq=0 Ack=1l Win=8192 Len=0 M55=1460 W5=256 SACK_PERM=1 TSval=5184585 T
TCP 66 37811 > ddi-tcp-1 [ACK] Seg=l Ack=1l Win=14720 Len=0 Tsval=463738 TSecr=5184585

TCP 67 ddi-tcp-1 > 37811 [PSH, ACK] Seq=1 Ack=1 Win=17152 Len=1 TSval=5184585 TSecr=463738

TCP 66 37811 > ddi-tcp-1 [ACK] Seg=1 Ack=2 Win=14720 Len=0 T5val=463738 TSecr=5184585

TCP 71 37811 > ddi-tcp-1 [P5H, ACK] Seg=1 Ack=2 Win=14720 Len=5 TSval=463738 TSecr=5184585

TCP 67 ddi-tcp-1 = 37811 [PSH, ACK] Seg=2 Ack=6 Win=17152 Len=l TSval=5184585 TSecr=463738

TCP 73 37811 > ddi-tcp-1 [P5H, ACK] Seg=6 Ack=3 Win=14720 Len=7 TSval=463739 TSecr=5184585

TCP 67 ddi-tcp-1 = 37811 [P5H, ACK] Seg=3 Ack=13 win=17152 Len=1 Tsval=5184586 TSecr=463739

TCP 73 37811 > ddi-tcp-1 [P5H, ACK] Seg=13 Ack=4 Win=14720 Len=7 T5val=463739 TSecr=5184586

TCP 67 ddi-tcp-1 > 37811 [P5H, ACK] Seg=4 Ack=20 Win=17152 Len=1 T5val=5184586 TSecr=463739

TCP 71 37811 > ddi-tcp-1 [PSH, ACK] Seq=20 Ack=5 Win=14720 Len=5 TSval=463739 TSecr=5184586

TCP 74 37812 > ddi-tcp-1 [SYN] Seg=0 wWin=14600 Len=0 M55=1460 SACK_PERM=1 T5val=463739 TSecr=0 W5=128
TCP 66 ddi-tcp-1 = 37811 [FIN, ACK] Seg=5 Ack=25 Win=17152 Len=0 Tsval=51845387 Tsecr=463739

TCP 74 ddi-tcp-1 > 37812 [5¥YN, ACK] Seg=0 Ack=1 Win=8192 Len=0 M55=1460 W5=256 SACK_PERM=1 TSval=5184587 T
TCP 66 37812 > ddi-tecp-1 [ACK] Seq=1 Ack=1 Win=14720 Len=0 T5val=463739 TSecr=5184587

TCP 67 ddi-tcp-1 = 37812 [P5H, ACK] Seg=1 Ack=1 Win=17152 Len=1 TSval=5184587 TSecr=463730

TCP 66 37812 > ddi-tcp-1 [ACK] Seg=1 Ack=2 Win=14720 Len=0 TSval=463740 TSecr=5184587

TCP 71 37812 > ddi-tcp-1 [P5H, aCK] Seg=1 Ack=2 win=14720 Len=5 Tsval=463740 Tsecr=5184587

TCP 67 ddi-tcp-1 = 37812 [P5H, ACK] Seg=2 Ack=6 Win=17152 Len=1l TSval=5184588 TsSecr=463740

TCP 71 37812 > ddi-tcp-1 [PSH, ACK] Seq=6 Ack=3 win= 20 Len=5 TSval=463741 TSecr=5184588

TCP 67 ddi-tcp-1 > 37812 [PSH, ACK] Seq=3 Ack=11 Win=17152 Len=1 TSval=5184588 TSecr=463741

TCP 73 37812 > ddi-tcp-1 [PSH, ACK] Seq=11 Ack=4 Win=14720 Len=7 TSval=463741 TSecr=5184588

TCP 67 ddi-tcp-1 > 37812 [PSH, ACK] Seg=4 Ack=18 Win=17152 Len=1 T5val=5184588 TSecr=463741

TCP 71 37812 > ddi-tcp-1 [PSH, ACK] Seg=18 Ack=5 Win=14720 Len=5 T5val=463741 TSecr=5184588

(===l Nole o) oo} - =il RNoleie oo o) -
SV N WU R WY X X W S VRSN S I oS R W o I W Wy S S WY X
(===l Nole o) oo} - =il RNoleie oo o) -
(W S VAR SN N SN R WY WAL 8 I W I W X WO X U S R P W N R X

Frame 17: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0

Ethernet II, Src: 02:82:03:c1:62:42 (02:82:03:c1:62:42), Dst: CompalIn_c5:cc:d9 (20:89:84:c5:cc:d9)
Internet Protocol Version 4, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.3 (192.168.0.3)
Transmission Control Protocol, Src Port: 37811 (37811), Dst Port: ddi-tcp-1 (8888), sSeq: 0, Len:

0000 €5 cc d9 02 82 62 42 08 00 45 00
0010 2c 40 00 40 06 cO a8 00 02 cO a8
0020 b3 22 b8 14 00 00 00 00 a0 02
0030 95 00 00 02 04 04 02 08 0a 00 07
0040 7 00 00 00 01 03 7
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DEICWAEWAS

22.168.80_2
22.168.8._2
lock

Prop
22.168.8.3

?2.168.8.2
Fror g

92.168.8.3 message from gp@ convertthe [h1ock

92.168.0.2 Bob message 119
rror - -
92.168.0.3

22.168_8_.2
orrect
22.168_8_.2
22.168.8.3
22.168.8.2
22.168.8.3
122.168.8.3
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Cascade protocol for Eve

Original block bits —— HEBBBEEN
location 6

HiBdAA1 A

Location of error 7 AA111111

location 2
Block bits after correction HEB11111

School of Electrical and Electronic Engineering | The University of Adelaide




Is secure communication possible?

Gantt Chart

Task Name Duratic,, | [ Nov '13 11 May'14 |2
5 | w / M

2 lun'14
| F

= Final Year Project: Is secure 167 days
communication possible?

Proposal Seminar 0 days <,’> 20/03 :

* Weekly Reports 166 days IflllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIE
Semester A Progress Report 0 days < 606 5
Implementation of Timing 133 days C
Based Key Agreement :

Improvement to Timing 127 days
Based Key Agreement

Implementation of 35 days
Cascade Protocol

Metwork Construction 93 days

Construction of 34 days
Eavesdropper

Final Seminar 0 days

Gantt Chart

Final Report 0 days

Poster 0 days
Project Exhibition 0 days
Labelled CD or USB stick of 0 days
Project

Youtube Video of Project 0 days
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Project files missing or
are not accessible

Unavailability of team
member

Physical parts do not
arrive and/or do not
work in time for project
completion

Falling behind schedule
due to increased
complexity of work
undertaken

Not finding a solution to
our project

Is secure communication possible?

Risk Management

Very Low

Very High

Medium

Very Low

We will ensure that all work related to the project
is stored on the cloud via the project’s Wiki,
Google Drive and Dropbox and is accessible by
both team members.

Team members will keep each other informed
about their work on the project which will allow
their work to continue should a team member be
unavailable.

Ensure constant communication is sought with
the suppliers regarding the progress of the
delivery in order to plan for contingencies which
include expediting work on improvements to
Timing Based Encryption

Revaluate the scope of the project and if
necessary restrict the scope to focus, among
other things, on improving the functionality of the
Timing Based Encryption and the encryption's
efficiency.

Ensure any progress made is documented and
can be used as the basis for the final seminar and
exhibition
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Project Management

Christopher Lau Project: Is secure Yuanhao Liu
(M communication
possible?

Focus Focus

Hardware Software

-Network construction -Socket Programming
-Eavesdropper
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Conclusion

A CRYPTO NERDS WHAT WOULD
IMAGINATION & ACTUALLY HAPPEN:

HIS LAPTOPS ENCRYPTED. HIS LAPTOF'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR, DRUG HIM AND HIT HIM WITH
CLOSTER To CRACK IT. THIS $§5 WRENCH UNTIL

U096 -BIT RGA!
BLAST, QLR ] |
EVIL PLAN

15 FOILED! HE%% 0.0’
A
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Questions?
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