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Introduction

Aim

• Investigation of Timing Based Key 
Agreement:

– Its operation

– Its limitations

• This method of generating a secure key is 
proposed to be a classical alternative to  
quantum key distribution
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One Time Pad
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Figure: Private key transmission [4]
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One Time Pad
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Round Trip times

Round Trip Time for Alice: 𝑇𝐴
Round Trip Time for Bob: 𝑇𝐵
Round Trip Time for Eve: 𝑇𝐸

Ideal Case

𝑇𝐴 = 𝑇𝐵 != 𝑇𝐸

Real Case

𝑇𝐴 != 𝑇𝐵 != 𝑇𝐸
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Round Trip Times to Bit Stream
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Round Trip 
Times

Calculate 
median of 
round trip 

times

Go through all 
round trip 

times

If round trip 
time >= 
median

If round trip 
time < median

1 0Output:
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Parity bit generation
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Bit A Bit B Parity bit

1 1 0

1 0 1

0 1 1

0 0 0
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Parity iteration protocol
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01 10 10 10 11 11 11

01 10 01 10 11 00 10

Alice:

Bob:

01 10 01 01 01 01 00 

01 11 10 10 11 11 10 

1      1 1 1 0 0 0

1 1 1 1 0 0 1

1 1 1 1 1 1 0

1 0 1 1 0 0 1

Alice:   0   0  1       1    0    1  0    1        1

Bob:     0   0  1       0    1    1  1    1        0
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Parity iteration protocol (example)
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Figure: Left: Bob's errors, Right: Eve's errors. [3]

BER: Bob = 0.2; BER: Eve = 0.1
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Parity iteration protocol (example)
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BER: Bob = 0.06; BER: Eve = 0.1

Figure: Left: Bob's errors, Right: Eve's errors. [3]

After one iteration.
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Parity iteration protocol (example)
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Figure: Left: Bob's errors, Right: Eve's errors. [3].

BER: Bob = 0.005; BER: Eve = 0.1

After two iterations.
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Parity iteration protocol
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•Parity bits of each block are 

computed

•Parity bits of corresponding blocks 

are compared

•Retain the blocks for which the 

corresponding parity bits are the 

same and remove the blocks for 

which the corresponding parity bits 

are different
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Cascade Protocol
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Alice: 01010110 0      0

Bob:   10010010 0      1

✓ x

Alice: 0110           1 1

Bob: 0010           0 1

x ✓

Alice:          01

Bob: 00

Compute parities 

of each half of 

block

If left halves

have same 

parity bits

If left halves 

have 

different 

parity bits

Check within 

right half of 

block

Check within 

left half of 

block

Sixth bit is 

incorrect
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Cascade Protocol
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Alice: 01010110

Bob: 10010010

Cascade 

protocol

Alice: 01010110

Bob: 10010110

• Correct the error bit in each block

• Entire bitstream is randomly 

shuffled after correction

• Keep correcting error until bit error 

rate is within an acceptable level
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Cascade Protocol
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Comparison of data transmitted in each protocol
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Cascade Protocol Parity Protocol

n: passes
m:block numbers
k: block sizes

z:string length

𝑑𝑎𝑡𝑎 ≅ 𝑧data ≅ 𝑛 ∗ 𝑚 ∗ log2 𝑘
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Cascade Protocol

Limitations

• Trade-off between block size and information leakage

• For each pass (going through all the blocks), only one error can be corrected at a 
time

• The parity check does not always indicate the correctness of the corresponding blocks

• This is because if there was an even number of errors, the parity check would 
indicate that the parity of the corresponding blocks are the same despite the 
presence of errors
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Socket Programming
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Data transmitted 

•Parity bit of Alice

“1” or “0”

•Response from Bob

“correct” or “error”

•Random number
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Socket Programming
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Socket Programming
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Eavesdropper

• The only info that the eavesdropper is able to obtain is the parity bits.

• She relies on these bits to determine whether which of her bits needs to be corrected

• Therefore, if Eve solely relies on the parity bits to correct her bit stream, her bit error 
rate is expected to not decrease as much as between Alice and Bob
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Monitoring the network transmission
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Packets transmitted 
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Data Analysis
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message from 

Bob

convert the 

message
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Cascade protocol for Eve
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Original block bits

Location of error

Block bits after correction
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Gantt Chart
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Risk Management
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Risk Likelihood Severity Avoidance / Mitigation Strategies

Project files missing or 
are not accessible

Very Low Low We will ensure that all work related to the project 
is stored on the cloud via the project’s Wiki, 
Google Drive and Dropbox and is accessible by 
both team members.

Unavailability of team 
member

Low Medium Team members will keep each other informed 
about their work on the project which will allow 
their work to continue should a team member be 
unavailable.

Physical parts do not 
arrive and/or do not 
work in time for project 
completion

High Medium Ensure constant communication is sought with 
the suppliers regarding the progress of the 
delivery in order to plan for contingencies which 
include expediting work on improvements to 
Timing Based Encryption

Falling behind schedule 
due to increased 
complexity of work 
undertaken

Medium Medium Revaluate the scope of the project and if
necessary restrict the scope to focus, among 
other things, on improving the functionality of the 
Timing Based Encryption and the encryption's 
efficiency.

Not finding a solution to 
our project

Very High Very Low Ensure any progress made is documented and 
can be used as the basis for the final seminar and 
exhibition
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Project Management
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Project: Is secure 

communication 

possible?

Christopher Lau Yuanhao Liu

Focus
Hardware

-Network construction

Focus
Software

-Socket Programming 

-Eavesdropper
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Conclusion
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Questions?
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